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THE PROBLEM

The next tool call

A supplier document can redirect an agent.

Intended work Read the permitted documents and prepare an internal
supplier report.

Risk at execution An embedded instruction asks for a different action or
recipient.
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USEFUL WORK

A complete supplier review

Granted document —— Local summary —— Protected memory —

The review finishes within its data and resource
permissions.

The document receipt and completed operations remain available for
Inspection.
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ARCHITECTURE

The enforcement boundary

Agent ActionGate Broker
9 Identity + controls Reserve + dispatch
PostgreSQL

Local guard + OPA Ledger + audit

The gateway checks authority again before releasing the result.
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RECORDED DEMONSTRATION

Four outcomes through one gateway

© ActionGate
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* Controlled environment

Test Lab .

Interactive verification
Fixed eract checks produce p isted yorts; fu as caplanc
CONTRACT

‘Check the enforcement contracts

Exarcise DLP an culator against the

full command below also tests ledger transitions and failures.

./scripts/verify.psl -Suite contract

(> Run interactive contract checks

Inter:

warkflows execute in synthe

Verification history

all-local

all-local

synthetic-policy-replay
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ALL LOCAL

Exercise real local workflows

Run legal, PI

models. Fu

./scripts/verify.psl -Suite all-local

generatio

Verification evidence

= Passed

synthetic_test_tenant

04 Oct, 07:00:45

Not recorded

controls never earn a prof

vith real local

all-local

balancad

synthetic_test_tenant

04 Oct, 07:00:34

04 Oct, 09:02:04

Not recorded

Review completed
Personal data redacted
Injection blocked

Another tenant’s
document denied
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CONTROL CATALOG

Rules an operator can change

Profiles and
thresholds

Signed threat rules

Safe policy
comparison
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5 SYNTHETIC_TEST.TENANT

98 Overview

Q  Investigate

[B Policies & feeds

@ Budgets

A Testlab .

» Controlied environment

Policies & feeds

POLICIES & FEEDS

Policy configuration and feeds

iew changes, evaluate their impact and activate a complete generation.

15 active

schem:

_version: 1
policy_id: actiongate-demo
revision: 1
default_decision: block
active_profile: balanced
profiles:
strict:
pii_action: block
semantic_block_level: 1
semantic_review_level: null
semantic_unknown: block
balanced:
pii_action: redact
semantic_block_level: 2
semantic_review_level: 1
semantic_unknown: block
observe:
restrict_to: synthetic_test_tenant
effects: test_sinks only
advisory_controls: [pii, semantic]
enforce_identity_labels_budgets: true
identity:
tenant_source: verified identity

grants_source: trusted_application

Matches the a

None reported

& Validate

%% Compare decisions

Syntheti v Admin v (A

* Baianced

3 controlyami

Compare synthetic corpus
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RESOURCE GOVERNANCE

Budgets across the workflow

spent + reserved + request < limit

Delegated work shares the original allowance.

@ ActionGate

Tokens
Worker occupancy — —
APl commitments | :
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REPORTING

Evidence for each team

Released result ExaCt aCti on

"content™: "Supplier review: Synthetic Supply. Delivery reliability: 97 percent. Inswrance is current. Two POIicy generation

late deliwveries were corrected in September. Recommended action: approve with guarterly delivery monitoring.

Thiz imternal assessment is comfidential.”,

"document_id™: "supplier-synthetic_test_tenant-17, C o n n ecto r rece i pt

"label™: "COMFIDENTLAL"™

Settlement
Connector receipt

"recorded”: true,

"receipt_id": "afaldbed-alea-4e53-bocc-53aled596e71”

}
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DEVELOPER PACKAGE

Integration and evaluation

Existing clients HTTP, Chat Completions and MCP interfaces. Python
and TypeScript examples call the gateway.

Reproducible setup Compose configuration and a runbook for an independent
installation.
Run the supplied tests Reproduce allowed, redacted and blocked workflows with

the supplied test suite.
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ACTIONGATE

Independent evaluation

Supplier reviews with explicit
data access and spending permissions

743b-83-10-76-158.ngrok-free.app

Jury access from Michat Kiettyka / DEFOZO SOFTWARE HOUSE

github.com/Defozo/actiongate-ai-control-layer
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